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[bookmark: _Toc150764166]2	Introduction
In the ever-evolving field of robotics, the Secure Robot Operating System 2 (SROS2) emerges as a pragmatic solution to enhance the security and reliability of communication. This advisory report offers a straightforward guide, providing practical insights and recommendations for organizations considering the implementation of SROS2.

As robotic systems grow in complexity, the need for secure communication becomes crucial. SROS2 addresses this need by ensuring data integrity, confidentiality, and system resilience. This report aims to assist decision-makers, engineers, and developers in navigating the implementation process, offering a balanced mix of theory and practical considerations.

By simplifying the intricacies of SROS2, this guide facilitates a smoother path toward integrating secure communication into robotic ecosystems, contributing to a more practical and efficient future for autonomous systems.

The use of ROS2 provides an elevated level of security. However, security comes as a tradeoff, elevating a systems security may require compromising on convenience, availability, or development experience. This report intends to prescribe steps that can be taken to improve the level of security a system has. And what the impact of such a step is.

3	ROS2
3.1	Distribution
ROS2 comes in several distributions, these representing each of the different major releases of ROS2. Each distribution has an End Of Life (EOL) date. Past this date a distribution will receive no more official support. Meaning that the distribution does not receive any more security updates, which poses a risk. D3-SU from the MITRE D3FEND matrix describes the use of old software, and the relevant threats when outdated software is used. D3-xx codes will be referenced where relevant.
The use of EOL distributions should be avoided. At the time of writing 'Iron Irwin' & 'Humble Hawksbill' are the actively supported distributions, these should be used. The distribution list can be found on the ROS2 GitHub or distribution documentation pages. The testing done for this research has been done in the 'Iron Irwin' distribution, any testing on other distributions or other deviations will be notated.
3.2	Underlying Operating system
Whilst ROS stands for 'Robot Operating System', ROS2 is in fact not an OS, it is middleware which relies on an OS to run on. Iron Irwin supports two OS's as Tier 1 (found on the supported platforms page). As stated previously, it is vital to use supported & up-to-date software. We recommend that a Tier 1 OS is used. The testing done for this research has been done on Ubuntu 22.04, any testing on other distributions or other deviations will be notated.
3.3	Installation
ROS2 can be installed in several ways. It can be built from source, installed using a Debian package or through a 'fat' archive. The ROS2 documentation recommends installing using the Debian package as it conveniently downloads all the required dependencies. However, installing the Debian package requires use of root. Installing ROS2 using the fat archive does not require this root access. However, it does require manually installing the dependencies, and maintaining them. 
For development environments installing the system using the Debian package is the most efficient and developer friendly, this should thus be done. However, in a production environment we would recommend to use the fat package and avoid the use of elevated privileges as much as possible. Additionally, it is important to document all the dependencies used in a system, these should be added to the Software Bill of Materials (SBoM). It is important to have an up to date SBoM in case of supply chain poisoning and audit compliance.
3.4 Configuration
Whilst ROS2 offers an additional layer of security, it is not secure by default. Meaning that using the default options will not result in a secure system. To achieve a more secure system the configuration of said system is important.
The configuration prescribed by the installation manual (found here for Iron Irwin) can be used without issue.
However, the environmental configuration document (found here for Iron Irwin) has a variables worth noting. 
The `ROS_AUTOMATIC_DISCOVERY_RANGE` variable dictates the discovery range that is allowed. By default this is not limited. Previously it has been possible to abuse the discovery system used by ROS2 to perform node reconnaissance, described in the Robot Hacking Manual. These types of attacks can be mitigated by adjusting this variable. We recommend adjusting this variable to only the systems required to be discoverable, in accordance with the principle of least privilege. For example, if there are multiple ROS2 nodes on one system, that do not need to communicate with another network system, this variable can be used to limit the discovery to just the localhost.
Further examples and configuration options can be found in the Improved Dynamic Discovery documentation (found here for Iron Irwin).
3.5	Inherent issues
ROS2 is currently in an early stage of development. Due to this there are issues that are systemic, sometimes known, sometimes not, that pose a threat to the health of a system. In this section, any issues not easily solved, or that are currently not present or unvalidated but might arise in the future, are discussed.
3.5.1 Node naming
The ROS2 article that describes the changes between ROS1 and ROS2 states the following: 
"In ROS 1 node names are unique and this is being enforced by shutting down existing nodes when a new node with the same name is started. In ROS 2 the uniqueness of node names is not yet enforced."
Indicating that the reuse of node names was an issue in ROS1, which was addressed by shutting down running nodes that had the same name as a node that was being newly created. ROS2 does not, yet, have this enabled. This could lead to issues in the future where nodes with the same names could interfere with each other, an attacker might be able to use this. Furthermore, if this behavior is implemented, it might result in attackers shutting down existing nodes in a network.
4	SROS2
SROS 2 stands for Secure ROS 2, it is a package in the ROS 2 ecosystem. The goal of SROS2 is to provide another layer on top of ROS 2 that can enhance security. It does this by making ROS2 comply with the DDS-Security specification.
4.1	Security Strategy Enforcement
SROS2 implements DDS-Security. The ROS2 DDS Security design specification states that:
“Participants with the security features enabled will not communicate with participants that do not, but what should RCL do if one tries to launch a participant that has no discernable enclave with keys/permissions/etc.? It has two options:
· Permissive mode: Try to find security files, and if they can’t be found, launch the participant without enabling any security features. This is the default behavior.
· Strict mode: Try to find security files, and if they can’t be found, fail to run the participant.
The type of mode desired can be specified by setting the ROS_SECURITY_STRATEGY environment variable to “Enforce” (case-sensitive) for strict mode, and anything else for permissive mode.”
When using permissive mode if the required files to establish a secure connection are not found the system falls back on using an unencrypted communication channel. This is the default behavior. This is unsecure-by-default. It could result in a leak of data over an unencrypted communication channel. This flaw can be mitigated by using the strict mode. The strict mode will not establish a connection if it cannot be done securely. We strongly recommend this mode is used. It may inconvenience developers when using this option in a system that already exists and must be adapted. However, the confidentiality of the data is critical. In our eyes this is a warranted trade-off. Further information on this issue can be found in the ROS2 Security Analysis document.
